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BitChat bypasses traditional Bluetooth pairing by utilizing Bluetooth Low Energy (BLE) broadcasting
and an ad-hoc mesh networking protocol. Instead of establishing a permanent, exclusive
cryptographic connection between two specific smartphones—which is what classic Bluetooth
pairing does—BitChat treats every participating phone as a wireless radio node that constantly
listens for and relays data packets. [1, 2, 3, 4] The application establishes off-grid communication
through several foundational technical mechanisms: [5, 6]

Continuous Broadcasting: BitChat utilizes BLE advertising packets to transmit data.
No Handshake Needed: Devices send out small packets of data that nearby phones can
intercept without going through a formal connection handshake.
Dual Roles: Your device simultaneously functions as a broadcaster (peripheral) and a
scanner (central). [2, 7, 8, 9, 10]

How does Bitchat work
without even needing to pair
via Bluetooth between
devices?

Bluetooth Low Energy (BLE)
Advertising

Multi-Hop Mesh Architecture

https://www.aihonestybadge.com


Human Chain: If the recipient is out of your direct 30-meter radio range, the message
"hops" across intermediate devices running the app. [7, 11]
Extended Range: This daisy-chain routing allows data to travel up to 7 hops away,
extending the network footprint up to roughly 300 meters. [4, 12]
Dynamic Network: Devices dynamically join and leave the network cluster simply by being
physically close to each other. [1, 2, 13]

Application-Layer Security: Classic Bluetooth relies on pairing for security. BitChat shifts
security to the app layer using the Noise Protocol Framework. [14, 15]
Public Key Exchange: The software uses modern cryptography, such as X25519 and AES-
GCM, to encrypt messages directly between the sender and receiver. [2, 16]
Safe Relaying: Intermediate devices passing your message along act as blind couriers;
they forward the data packets but cannot decrypt or read the contents. [2, 13, 17, 18]

Opportunistic Movement: If a recipient is temporarily disconnected or out of range,
intermediate phones cache the packet in an outbox.
Automatic Delivery: The message is automatically pushed forward once the target device
or a closer relay re-enters BLE range. [3, 7, 17]

For the app to work seamlessly, users only need to download BitChat, keep their Bluetooth
enabled, and grant the application location permissions so the system can map out nearby nodes.
[1, 3, 12]

[1] https://www.techtarget.com [2] https://dezdok.com [3] https://github.com [4]
https://www.jagranjosh.com [5] https://www.facebook.com [6] https://www.facebook.com [7]
https://medium.com [8] https://medium.com [9] https://www.facebook.com [10]
https://www.ditto.com [11] https://www.tradingview.com [12] https://www.youtube.com [13]
https://www.ndtv.com [14] https://en.wikipedia.org [15] https://www.youtube.com [16]
https://www.reddit.com [17] https://en.tempo.co [18] https://www.facebook.com

Encryption over Pairing

Store-and-Forward Routing

Revision #1
Created 2026-07-27 07:18:14 CEST by kalvin0x1ad
Updated 2026-07-27 07:18:42 CEST by kalvin0x1ad

https://github.com/permissionlesstech/bitchat
https://www.techtarget.com/whatis/feature/What-is-Bitchat
https://dezdok.com/blog/jack-dorsey-bitchat-messaging-app/
https://github.com/permissionlesstech/bitchat/blob/main/WHITEPAPER.md
https://www.jagranjosh.com/general-knowledge/what-is-bitchat-know-its-features-how-it-works-and-why-it-is-gaining-so-much-attention-1820010853-1
https://www.facebook.com/groups/930540941927100/posts/1465217675126088/
https://www.facebook.com/exchange4media/posts/twitter-co-founder-jack-dorsey-has-just-unveiled-his-latest-personal-experiment-/765145862731617/
https://medium.com/illumination/bitchat-the-offline-messaging-app-that-works-without-internet-7014fe411254
https://medium.com/illumination/messaging-without-internet-bitchat-f21783da5684
https://www.facebook.com/www.bobiwine.ug/posts/please-tap-on-this-link-on-x-twitter-for-a-detailed-guide-on-how-to-use-bitchat/1481399976679135/
https://www.ditto.com/blog/dorseys-bitchat-is-new-the-underlying-technology-isnt
https://www.tradingview.com/news/cointelegraph:6e2442e3f094b:0-how-jack-dorsey-s-new-app-lets-you-chat-without-the-internet-and-why-it-matters/
https://www.youtube.com/watch?v=VSQ7W77DTsI
https://www.ndtv.com/world-news/all-about-bitchat-jack-dorseys-messaging-app-that-works-without-internet-bluetooth-8848053
https://en.wikipedia.org/wiki/BitChat
https://www.youtube.com/watch?v=lvslv2vgV1o
https://www.reddit.com/r/rust/comments/1m5djva/media_bitchattui_secure_anonymous_offgrid_chat/
https://en.tempo.co/read/2027208/how-bitchat-enables-messaging-without-an-internet-connection
https://www.facebook.com/www.bobiwine.ug/posts/please-tap-on-this-link-on-x-twitter-for-a-detailed-guide-on-how-to-use-bitchat/1481399976679135/

