How does Bitchat work
without even needing to pair
via Bluetooth between
devices?
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BitChat bypasses traditional Bluetooth pairing by utilizing Bluetooth Low Energy (BLE) broadcasting
and an ad-hoc mesh networking protocol. Instead of establishing a permanent, exclusive
cryptographic connection between two specific smartphones—which is what classic Bluetooth
pairing does—BitChat treats every participating phone as a wireless radio node that constantly
listens for and relays data packets. [1, 2, 3, 4] The application establishes off-grid communication
through several foundational technical mechanisms: [5, 6]

Bluetooth Low Energy (BLE)
Advertising

e Continuous Broadcasting: BitChat utilizes BLE advertising packets to transmit data.

e No Handshake Needed: Devices send out small packets of data that nearby phones can
intercept without going through a formal connection handshake.

e Dual Roles: Your device simultaneously functions as a broadcaster (peripheral) and a
scanner (central). [2, 7, 8, 9, 10]

Multi-Hop Mesh Architecture
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e Human Chain: If the recipient is out of your direct 30-meter radio range, the message
"hops" across intermediate devices running the app. [7, 11]

e Extended Range: This daisy-chain routing allows data to travel up to 7 hops away,
extending the network footprint up to roughly 300 meters. [4, 12]

e Dynamic Network: Devices dynamically join and leave the network cluster simply by being
physically close to each other. [1, 2, 13]

Encryption over Pairing

e Application-Layer Security: Classic Bluetooth relies on pairing for security. BitChat shifts
security to the app layer using the Noise Protocol Framework. [14, 15]

e Public Key Exchange: The software uses modern cryptography, such as X25519 and AES-
GCM, to encrypt messages directly between the sender and receiver. [2, 16]

e Safe Relaying: Intermediate devices passing your message along act as blind couriers;
they forward the data packets but cannot decrypt or read the contents. [2, 13, 17, 18]

Store-and-Forward Routing

e Opportunistic Movement: If a recipient is temporarily disconnected or out of range,
intermediate phones cache the packet in an outbox.

e Automatic Delivery: The message is automatically pushed forward once the target device
or a closer relay re-enters BLE range. [3, 7, 17]

For the app to work seamlessly, users only need to download BitChat, keep their Bluetooth

enabled, and grant the application location permissions so the system can map out nearby nodes.
[1, 3,12]
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